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Abstract  

This chapter reinvents cybersecurity roots by leaving the technical definitions and fixed protection 

models behind. It claims that the source of protection does not only reside in the technological 

safeguards but also in the socio-technical governance, institutional design, and human behaviour. 

Modern cyber threats are working in integrated digital ecosystems, whereby states, 

nongovernmental organisations and individuals are all sharing complementary responsibilities. 

The long-standing ideas of traditional principles of protecting confidentiality, integrity and 

availability are no longer applicable in such settings to describe protection building or 

maintenance.   

The chapter establishes a critical framework that broadens the fundamental principles to 

encompass trust, accountability, adaptability, and resilience. Trust is discussed as a structural state 

which is formed by architecture, control, and social requirements. The analysis of accountability 

relates to the problem of attribution, legal responsibility, and the problem of governance gaps in 

transnational cyber activities. Adaptability is given as an active capacity that would allow 

institutions to move in response to uncertainty and swift changes in technology. The 

conceptualisation of resilience is the ability to withstand the attacks and in addition, absorb the 

disruption, recover effectively, and reshape systems to respond to changing risks.   

The impact of the organisational culture, economic interests, and political interests on the process 

of security outcomes is also given attention. The chapter puts emphasis on the fact that systemic 

vulnerabilities and human factors frequently cause more vulnerabilities compared to individual 

technical vulnerabilities. It would offer a progressive concept of cybersecurity based on adaptive 

governance and inclusive digital ecosystems by applying the risk management theory, governance 

studies, and ethical analysis. This redefinition is in line with other contemporary academic debates 

that cybersecurity should be viewed as a socio-technical and institutional problem, as opposed to 

that of only a technological problem. The chapter thus adds to a polished theoretical base of the 

future research, policies, and strategies in the field of cybersecurity.   

Keywords: Organisational culture, economic interests, accountability, adaptability, and 

resilience.  

Introduction: Reframing the Roots of Protection   

Cybersecurity should be perceived as a dynamic issue of governance, which will not be limited to 

purely technical control systems. The conventional cybersecurity strategies are centred on 

perimeter defence, firewalls and intrusion detection systems. Nonetheless, these methods are 

required, but inadequate due to the growing complexity of threats that are linked up, along with 
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the wider socio-economic environment in which digital systems are used in. Modern cyberattacks 

use not only technical vulnerabilities but also socio-technical, which is based on the organisational 

culture, human behaviour and operational decision-making. The constraints of a narrow technical 

model are noted by research, and it is found that the systems that cannot unify both social and 

organisational dynamics are still vulnerable despite the high level of technical protection62.   

This chapter provides the claim that a range of core tenets of cybersecurity needs to change by 

including governance, trust, accountability, and resilience into its rationale. Governance models 

construct security due to institutional structures, cross-sector co-operation and regulatory policy 

as opposed to being merely technology changes. Governance perspective is an acceptance that 

actors like states, private organisations, and individuals have shared (distributed) roles to secure 

digital ecosystems, particularly with the growing pattern of interdependence between 

infrastructures.63  

Conceptual Reorientation of Cyber Security Foundations   

From Technical Defence to Socio-Technical Governance   

The history of cybersecurity has been a more profound change in isolated technical control systems 

to socio-technical models of governance that are aware of interdependencies between technology, 

organisations and society. The classical security models that are based on perimeter defences like 

firewalls and antivirus software were based on the premise that the source of risks was external to 

a well-delineated border. However, the current digital worlds are dynamic, networked and can be 

permeable, i.e. it misses external demarcation of threats, but may occur within the socio-technical 

systems themselves. Scholars allege that cybersecurity will have to be redefined to help in tackling 

this complexity by combining social, organisational, economic, and political factors with technical 

interventions. 

 

62 Ceur, Towards operationalizing cyber resilience - a socio-technical analytical framework (2026) Accessed on 6th 

March 2026: https://ceur-ws.org/Vol-4134/paper7.pdf   

63 Hoong, Yang, and Davar Rezania. "Navigating cybersecurity governance: the influence of opportunity structures 

in socio-technical transitions for small and medium enterprises." Computers & Security 142 (2024): 103852. 
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Figure 1: Cyber security conceptual reorientation    

(Source: Self-Created)   

A socio-technical system of governance is aware that technology and human actors share the same 

success in terms of security. Indicatively, cyber resilience models incorporate adaptive capabilities, 

including anticipation, recovery and learning in the system design with the focus placed on the 

cooptimisation of technical and human factors. This way of considering security is both as avoiding 

breaches and as the capacity to continue operation during periods of stress, a feature which in many 

old technical models is frequently ignored. In addition, the models of governance emphasise 

institutional and regulatory frameworks that affect the way organisations distribute resources, 

agenda-setting, and reaction to changing threats. Investing decisions and risk acceptance are 

influenced by institutional influences, economic factors and legal rules, i.e. cybersecurity 

efficiency is as much dependent on governance decisions as on technological initiatives.64  

Adaptive governance also means that rulemaking and implementation of policies involve various 

stakeholders, such as the government, firms, and civil society32. This democratic governance is 

indicative of the fact of inter-relating digital ecosystems, where a failure in any part can spill over 

into widespread social or economic instabilities.65 

 

64 Ceur, Towards operationalizing cyber resilience - a socio-technical analytical framework (2026) Accessed on 6th 

March 2026: https://ceur-ws.org/Vol-4134/paper7.pdf   
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Cybersecurity and Privacy 3, no. 3 (2023): 327-350.   
 

https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com
https://ceur-ws.org/Vol-4134/paper7.pdf?utm_source=chatgpt.com


28 
 

Digital Interdependence and Shared Responsibility   

The concept of responsibility in cybersecurity goes further than the individual organisations to the 

networks of actors, as critical digital infrastructures are becoming more and more linked. Digital 

interdependence implies that a failure in one of the subsystems can be system-wide, so collective 

defence is necessary. Here, accountability is shared between the states, private businesses, and 

individual users.66 Everyone has a contribution towards the process of establishing digital security 

and resilience. The research in cyberspace regulation confirms that the indefinite presence of 

security gaps exists because regulatory environments are disjointed and enforcement systems are 

inconsistent without integrated policy frameworks and multistakeholder interactions. 

The notion of distributed accountability also transforms the conceptions of sovereignty and control 

in cyberspace. The conventional concept of national sovereignty presupposes territorial states and 

a central government. Conversely, infrastructures based on networks cross these boundaries, 

making it challenging to have state control and creating cooperative rules of governance.  

Reconstructing Core Principles Beyond Traditional Models   

Limits of Classical Security Principles   

The classical concept of security that is based on the model of the static perimeter defence and 

deterministic control logics is becoming unsuitable in cloud-native, AI-enhanced, and platform 

ecosystem environments. The traditional "castle and moat" design presupposes definite borders 

and prescribed areas of trust, but digital space in the modern world has no boundaries. The cloud 

infrastructures are distributed across distributed services, microservices, and hybrid architecture, 

and there is a challenge to adhere to the static policies determined by network location.67  The 

classical models rely on established rules and signatures that do not work with dynamic threats 

and new attack patterns that utilise AI-assisted exploitation and intra-service movement. Recurring 

vulnerability reporting and rule sets to older network arrangements will fail to keep up with the 

continuous integration and deployment, scale out, and on-demand resource provisioning found in 

cloud environments. Such incompatibility creates loopholes that are manipulated by advanced 

persistent threats to cause breaches that are not detected until a lot of damage has been done.  

 

66 Abrahams, Temitayo Oluwaseun, Oluwatoyin Ajoke Farayola, Simon Kaggwa, Prisca Ugomma Uwaoma, Azeez 

Olanipekun Hassan, and Samuel Onimisi Dawodu. "Cybersecurity awareness and education programs: a review of 

employee engagement and accountability." Computer Science & IT Research Journal 5, no. 1 (2024): 100-119.   
67 Qudus, Lawal. "Cybersecurity governance: Strengthening policy frameworks to address global cybercrime and data 

privacy challenges." International Journal of Science and Research Archive 14, no. 1 (2025): 1146-1163.  
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With AI-based systems, attackers can tamper with the models of learning or can feed the models 

with poisoned data as a tactic to avoid detection.68 

   

Figure 2: Reconstructing cybersecurity core principles   

(Source: Self-Created)   

 

Trust and Zero-Trust Logic as Governance Mechanisms   

The implicit trust of traditional cybersecurity has been founded on the idea that users and devices 

within a perimeter are safe by default. By way of contrast, Zero Trust logic represents a principle 

of governance in which there is no automatic granting of trust but rather constant checking with 

respect to identity, context, and behaviour. Zero Trust philosophy, known as never trust, always 

verify, is becoming known as a strategic concept in the governance of security policies in digitally 

diverse environments, particularly in cloud and hybrid environments where former boundaries are 

melted away. Zero Trust must have continuous authentication of access, the least rights of access, 

and dynamic policy resolution of each access, irrespective of its source. This strategy changes the 

concept of trust not as a fixed quality but as an institutional and architectural design choice that is 

embedded in all the interactions. It drives organisations to the assumption that any element, user, 

or relationship can be hacked and implement policy choices that decrease implicit trust on the 

 

68 Anh, Nguyen Hoang. "Hybrid cloud migration strategies: balancing flexibility, security, and cost in a multicloud 

environment." Transactions on Machine Learning, Artificial Intelligence, and Advanced Intelligent Systems 14, no. 

10 (2024): 14-26.   
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network. In this manner, Zero Trust minimises attack points and limits the horizontal movement, 

which third-party traditional models tend to overlook, providing vast access once the initial 

perimeter defence is compromised. 

Accountability and Attribution in a Borderless Environment   

The concept of accountability in cybersecurity requires the ability to trace malicious practices back 

to a recognised actor, and this is difficult due to the borderless and obscured nature of cyberspace. 

Attribution, the process of identifying the origin of a particular cyber incident, is technically, 

legally, and politically difficult due to the use of anonymity, proxies, and the spread of 

infrastructure across the world.69 The current cyber activities tend to cross borders, are nonstate 

activities and are proxies sponsored by states, and hence the lines of responsibility are blurred.  

Adaptability and Continuous Security   

Adaptability in cyber security focuses on strategic and organisational capability to adjust defence 

mechanisms to emerge threats. When the enemies keep on innovating, then the use of static 

controls becomes inadequate. Adaptive security is a dynamic control of policies driven by 

feedback, real-time observation and data analytics learnt by observing the behaviour of the system 

and threat information.70 This model empowers systems to identify concept drift in patterns of 

threat and optimally retrain defensive mechanisms as environments evolve, ensuring that the 

detection accuracy remains and the resilience is maintained. Constant security is just a constant 

exposure to threats, constant presence of anomalies, and dynamism in policy implementation. 

There are examples of how learning-based frameworks can be more effective than just constant 

rule sets. Adaptive security conceptualises threats and defence as a coevolution process, where risk 

contextualised decision-making and intelligence integration across environments is a constant 

process. 

Human Agency, Incentives and Systemic Vulnerability   

Organisational Behaviour and Security Culture   

Human behaviour in organisations is a core factor that determines the results of cybersecurity since 

it frequently influences the success or failure of these technical systems. Organisational culture 

implies a set of beliefs, values, and behaviours that affect the perception and relations of employees 

to cybersecurity policies and practices.71 Empirical evidence indicates that when an organisation 

has a good security culture, meaning employee perception of security as part of their job and 

 

69  Gul, Seema, Wasmiya Malik, and Gohar Masood Qureshi. "Cybersecurity And Sovereignty: The Role Of 

International Law In Governing State Behaviour In Cyberspace." Policy Journal of Social Science Review 3, no. 5 

(2025): 121-135. 
70 Farooq, M. and Khan, M.H., 2024. AI-driven network security: innovations in dynamic threat adaptation and time 

series analysis for proactive cyber defense. Int. J. Wirel. Microwave Technol. (IJWMT), 14(2), pp.17-26.  
71 Iyera, CA Vishwanathan, and Nilesh P. Gokhaleb. "Artificial Intelligence, Deepfakes, and Corporate Intelligence: 

A Systematic Literature Review on Ethical and Strategic Implications for Business Transparency and 

DecisionMaking." Transforming Financial Management with AI, BI, and Data-Driven Decision Making (2026): 67 
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mission, compliance is generated and behaviour risks associated with decision making biases or 

shortcuts are minimised. To illustrate, workers can disregard security controls by responding to 

them as heavyweight or not suitable to the productivity requirements, thus contributing to the 

heightening vulnerability. This is symptomatic of behavioural risk when convenience of preference 

or mental shortcuts are put ahead of security. Preparing resilience through such an investment in 

adaptive security awareness programmes and the integration of security norms into everyday 

actions makes secure behaviour a matter of practice instead of choice.72    

Organisational security culture is strongly determined by leadership. Leaders with cyber security 

as their priorities instil a sophisticated environment whereby secure behaviour is acknowledged, 

justified, and aligned towards the business goals. On the other hand, leaders who consider cyber 

security an IT problem but not a strategic priority make employees have lax approaches to 

complying. Active leadership that sets expectations, incorporates security into the performance 

systems, and journalizes secure behaviour will contribute to increased risk awareness and a 

decrease in security fatigue, the level of exhaustion due to the continuous pressure to practise 

security that results in appropriation and slackness.73 Human factors research points to the fact that 

security culture can never be elicited solely through policy, but it needs to be engaged, trained and 

reinforced with leadership and governance arrangements.  

Cognitive biases that are associated with behavioural risks include overconfidence, routine 

behaviour and underestimation of threats. Such biases affect such decisions such as reusing 

passwords or disregarding suspicious warnings and reveal the weaknesses in the system.  

  

 

72 De Bruin, Marten, and Konstantinos Mersinas. "Individual and Contextual Variables of Cyber Security Behaviour-

An empirical analysis of national culture, industry, organisation, and individual variables of (in) secure human 

behaviour." arXiv preprint arXiv:2405.16215 (2024).  

73 Ibid. 
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Figure 3: Human agency in cyber security dynamics   

(Source: Self-Creaed)   

  

Economic Incentives and Regulatory Gaps   

Investments in cyber security are typically influenced by economic reasons and legislative 

conditions that may contribute to or create roadblocks in terms of organisational devotion to sound 

protective endeavours. The essence of the cost-benefit imbalance in the decision-making on cyber 

security lies in the fact that organisations consider the expense of security investments now and 

possible losses that are not present yet but might happen due to a breach. 74 

The regulatory frameworks affect the organisational behaviour to determine the incentives towards 

compliance and investment. Formulated regulations can influence risk management practises to 

improve through creating obligations towards incident reporting, risk assessments, and 

minimumsecurity standards. 75  Nonetheless, regulatory fragmentation through practice across 

jurisdictions and industries usually gives rise to unequal expectations and compliance costs, which 

are relatively more burdensome to smaller organisations. Disjointed regulatory systems may cause 

either duplication of needs or lack of enforcement, thus decreasing the overall efficiency of the 

policy incentives. Such mesquite may undermine group cyber resilience by enabling opponents to 

take advantage of jurisdictions that have looser enforcement. 

 

74 Farooq, M. and Khan, M.H., 2024. AI-driven network security: innovations in dynamic threat adaptation and time 

series analysis for proactive cyber defense. Int. J. Wirel. Microwave Technol. (IJWMT), 14(2), pp.17-26.  
75 Ibid. 
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Risk, Resilience and the Evolution of Protection Logic   

Risk Management Under Uncertainty   

Cyber security risk management commonly uses probabilistic models, estimating probability and 

the effects of threats, which are constrained in difficult digital systems (where uncertainty is 

common, interdependence is possible, and enemy behaviours are unpredictable). Conventional 

probabilistic models assume that previous data may be relied upon to forecast any form of risk, yet 

cyber threats change fast, and the previous trends cannot affect the study of the fresh attack 

vectors46. Additionally, the major variables like zero-day vulnerabilities, developing technology 

and human factors cause in-depth uncertainty that is a challenge to the statistical prediction and 

deterministic risk assumptions. Existing studies on cyber governance point to the fact that the risk 

management approach is usually deployed by organisations to regulate uncertainty but is 

potentially inadequate due to the tendency to view risk as a predictable aspect, as opposed to an 

outcome of socio-technical interactions.76 

 Complex digital environments have cascading failures and systemic risk, where a failure in some 

component of a network spreads to connected components and has an amplified impact compared 

to its original cause. Cascading failures. Unlike in non-networked systems, in a networked system, 

a failure in one component raises the risk of failure of a second component. The large-scale effects 

of risk are amplified in critical infrastructures like energy grids, finance, or supply chains, which 

initiates the small domino effect of isolated probabilistic models in that interdependency is not 

considered. The systemic risk arises not due to individual vulnerabilities but because of the 

collective behaviour of networked elements, and should be treated in a holistic manner, not in a 

fractured risk analysis manner.  

Resilience as a Foundational Principle   

Cyber resilience can be defined as the capacity of a system to receive, adapt to, and recuperate 

negatively affecting cyber events without disrupting vital operations and restoring operations 

rapidly. From a literary perspective, resilience is the ability to sustain critical activities in the 

presence of disruption and to reestablish the quality of the system after the event, thus resilience 

shifts the emphasis of prevention into an extended functionality in the face of stress environments 

(adaptive capacity). Companies that develop resilience as an organisational philosophy embrace 

pre-emptive threat detection, redundancy and recovery mechanisms that facilitate a rapid response 

and learning.77 

 

 

76 Iyera, CA Vishwanathan, and Nilesh P. Gokhaleb. "Artificial Intelligence, Deepfakes, and Corporate Intelligence: 

A Systematic Literature Review on Ethical and Strategic Implications for Business Transparency and Decision 

Making." Transforming Financial Management with AI, BI, and Data-Driven Decision Making (2026): 67 
77 Farooq, M. and Khan, M.H., 2024. AI-driven network security: innovations in dynamic threat adaptation and time 

series analysis for proactive cyber defense. Int. J. Wirel. Microwave Technol. (IJWMT), 14(2), pp.17-26. 
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Ethical and Strategic Foundations for the Future: 

Security, Privacy and Civil Liberties   

Growth in cybersecurity capabilities has led to a heightening confrontation between the national 

security interests and the safeguarding of privacy and civil liberties. An increase in defensive 

capacity is supported by surveillance technologies, data retention requirements, and algorithmic 

surveillance tools, though it raises the issue of proportionality and the rights of the individual.  

Unmonitored security operations are a threat to social confidence and democratic legitimacy.78  

Transparency, Proportionality and Digital Solidarity   

New ideas of cyber regulation in the future focus on transparency, proportionality, and digital 

solidarity. Exposure embodies effective communication concerning security practices, risks and 

accountability measures. Proportionality is used so that the protection measures are commensurate 

with the scope and characteristics of threats. Digital solidarity represents the shared digital security 

responsibility between involved states, the real actors, and civil society.79 Governance structures 

that bring on board different stakeholders can empower legitimacy, propagate confidence, and 

equity in securing similar administration results in interdependent societies.  

Conclusion: Re-Rooting Protection in Adaptive Governance   

By considering socio-technical complexity that affects cybersecurity as an adaptive governance 

issue, this chapter has relegated the notion of technical control in efforts to resolve the issue. It has 

demonstrated that shared protection logics are not enough in the interconnected digital ecosystems. 

Enhanced general principles - trust, accountability, adaptability and resiliency, offer a stronger 

model of dealing with systemic risk and uncertainty. Both human behaviour and economic 

motivations, and regulatory frameworks have a great impact on vulnerability and response 

capacity. 
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